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In recognition that some university activities are subject to the provisions of the Fair and Accurate Credit Transactions Act (FACT Act) and its “Red Flag” rules as promulgated by the U.S. Federal Trade Commission, the University outlines the following program. This program complements existing policies, which can be found in various sections of the university’s Information Technology Policy Manual.

Purpose

1. This document establishes the university’s “Identity Theft Program” to detect, identify, and mitigate identity theft in the accounts covered under the Red Flags rules. 

2. The University incorporates relevant Red Flags into a program to enable the University to detect and respond to potential identity theft. 

3. The University ensures that the program is updated periodically to reflect changes in risks to customers or creditors or to the University from identity theft. 

Definitions

1. Pursuant to the Red Flag regulations at 16 C.F.R. § 681.2, the following definitions apply to the Program: 

a. “Identity theft” is a “fraud committed or attempted using the identifying information of another person without authority.” 

b. “Covered accounts” 

i. Any university account maintained primarily for a student or related to a loan administered by the University, which involves multiple payments or transactions. 

ii. Any university account for which there is a reasonably foreseeable risk from identify theft to customers. 

c. “Red Flag” is a “pattern, practice, or specific activity that indicates the possible existence of identity theft.” 

d. “Identifying information”

i.  Any name or number that may be used, alone or in conjunction with any other information, to identify a specific person, including, but not limited to: name, address, telephone number, social security number, date of birth, government issued driver’s license or identification number, alien registration number government passport number, employer or taxpayer identification number, unique electronic identification number (including student ID), computer Internet Protocol addresses or routing codes. 

e. “Responsible University Official” 

i. The president shall designate a senior university official to serve as program administrator. 

ii. The program administrator shall exercise appropriate and effective oversight of the program and shall report regularly to the president on the program. 

Program Administration and Maintenance 

1. The program administrator is responsible for: 

a. Developing, implementing, and updating the university’s program. 

b. Ensuring appropriate training of university staff on the program. 

c. Reviewing staff reports regarding the detection of Red Flags. 

d. Reviewing steps for identifying, preventing, and mitigating identity theft. 

e. Determining which steps of prevention and mitigation should be taken in specific circumstances. 

f. Reviewing, evaluating, and promulgating periodic changes to the program based on: 

i. Changes in identity theft risks, detection, mitigation, and prevention methods. 

ii. Technological advances. 

iii. University’s experiences with identity theft. 

iv. Changes in types of accounts the University maintains. 

v. Changes in the university’s business arrangements with other entities. 

vi. Changes in legal requirements in the area of identity theft. 

Identification of Red Flags

1. The following are relevant Red Flags, in each of the listed categories for which employees should be aware and diligent in monitoring: 

a. Notifications and warnings from credit reporting agencies 

i. Report of fraud accompanying a credit report; 

ii. Notice or report from a credit agency of a credit freeze on a customer or applicant; 

iii. Notice or report from a credit agency of an active duty alert for an applicant; and 

iv. Indication from a credit report of activity that is inconsistent with a customer’s usual pattern or activity. 

b. Suspicious documents 

i. Identification document that appears to be forged, altered, or inauthentic;

ii. Identification document on which a person’s photograph or physical description is inconsistent with the person presenting the document; 

iii. Other document with information that is inconsistent with existing customer information (such as if a person’s signature on a check appears forged); or 

iv. Application for service that appears to have been altered or forged. 

c. Suspicious personal identifying information 

i. Identifying information presented that is inconsistent with other information the customer provides (example: inconsistent birth dates); 

ii. Identifying information presented that is inconsistent with other sources of information (for instance, an address not matching an address on a credit report); 

iii. Identifying information presented that is the same as information shown on other applications that were found to be fraudulent; 

iv. Identifying information presented that is consistent with fraudulent activity (such as an invalid phone number or fictitious billing address); 

v. Social security number presented that is the same as one given by another customer; 

vi. An address or phone number presented that is the same as that of another person; 

vii. A person fails to provide complete, personal identifying information on an application when reminded to do so (however, by law social security numbers may not be required in all instances); and 

viii. A person’s identifying information is inconsistent with the information that is on file for the customer. 

d. Suspicious account activity or unusual use of account 

i. Change of address for an account followed by a request to change the account holder's name; 

ii. Payments stop on an otherwise consistently up-to-date account; 

iii. Account used in a way that is inconsistent with prior use (example: very high activity); 

iv. Mail sent to the account holder is repeatedly returned as undeliverable; 

v. Notice to the University that a customer is not receiving mail sent by the University; 

vi. Notice to the University that an account has unauthorized activity; 

vii. Breach in the university’s computer system security; and 

viii. Unauthorized access to or use of customer account information. 

e.  Alerts from others 

i. Notice to the University from a customer, identity theft victim, law enforcement, or other person who has opened or is maintaining a fraudulent account for a person engaged in identity theft. 

Detecting Red Flags 

1. New accounts 

a. University personnel will take the following steps to obtain and verify the identity of the person opening an account: 

i. Require personal identifying information such as name, date of birth, residential or business address, driver's license, or other identification; 

ii. Verify customer's identity (for instance, review a driver's license or other identification card); or

iii. Independently contact the customer. 

2. Existing accounts 

a. University personnel will take the following steps to monitor transactions with an account: 

b. Verify the identification of customers if they request information (in person, via telephone, via facsimile, via email);

c. Verify the validity of requests to change billing addresses; and 

d. Verify changes in banking information given for billing and payment purposes. 

Responding to Red Flags and Mitigating Identity Theft

1. In the event university personnel detect identified Red Flags, such personnel shall take all appropriate steps to respond and to mitigate identity theft depending on the nature and degree of risk posed by the Red Flag, including but not limited to the following examples: 

a. Continue to monitor an account for evidence of identity theft; 

b. Contact the customer; 

c. Change any passwords or other security devices that permit access to accounts; 

d. Not open a new account; 

e. Close an existing account; 

f. Reopen an account with a new number; 

g. Notify law enforcement; or 

h. Determine that no response is warranted under the particular circumstances. 

Staff Training and Reporting 

1. University employees responsible for implementing the program shall be trained in the detection of Red Flags, and the responsive steps to be taken when a Red Flag is detected. 

2. Appropriate staff shall provide reports to the program administrator on incidents of identity theft, the effectiveness of the program, and the University’s compliance with the program. 

Service Provider Arrangements 

1. In the event the University engages a service provider to perform an activity in connection with one or more covered accounts, the University will take the following steps to ensure the service provider performs its activity in accordance with reasonable policies and procedures designed to detect, prevent, and mitigate the risk of identity theft: 

a. Require, by contract, that service providers have such policies and procedures in place; and 

b. Require, by contract, that any service providers review the university’s program and report any Red Flags to the program administrator. 
RATIONALE FOR CHANGE:  A policy needed to be codified in order to be in compliance with the Fair and Accurate Credit Transactions Act as set forth by the U.S. Federal Trade Commission 
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Mission
The campus audit function is an independent, objective, assurance and consulting activity established within the University to review accounting, financial and other operations to determine:

1. University assets are safeguarded and their use is properly accounted for

2. Accurate financial, operating and managerial controls exist and function properly

3. The extent of compliance with established policies, plans and procedures

4. Recommendations are made for appropriate improvements in controls

5. Management plans, policies and procedures are carried out and executed efficiently and effectively

Organizational Status

The Campus Audit Department functions in accordance with policies established by the State of Nevada, the Board of Regents of NSHE, and the University of Nevada, Reno.  Campus Auditing directly reports to the associate vice president for Business and Finance.

The associate vice president for Business and Finance is responsible for reviewing all institutional audit reports and responses to audits, including, but not limited to, those performed by campus audit and other external (non-university) organizations such as NSHE Internal Audit, the State of Nevada Legislative Counsel Bureau, and federal agencies.

Authority

The Campus Audit Department is authorized to conduct a broad, comprehensive program of internal auditing within the university, which includes examination and evaluation of adequacy, efficiency and effectiveness of the systems of financial and management control of the university and their compliance with federal, state, NSHE and university policies, procedures, laws and regulations.  In carrying out these activities, Campus Audit is authorized to have full, free and unrestricted access to all university functions, property, personnel and records (including manual and electronic records).  Although such access is unlimited, Campus Audit will ensure the safekeeping and confidentiality of all records and information.

The Campus Audit Department has neither direct responsibility for, nor authority over any of the activities, functions, or tasks it reviews.  Accordingly, Campus Audit does not develop or write policies or procedures that they may later be called upon to evaluate.  They may review draft materials developed by management for propriety and/or completeness; however, ownership for these materials remains the responsibility of management.  

Scope of Activities

The objective of Campus Audit is to assist university management with objective analysis and recommendations concerning the activities reviewed.  The scope of activities may include:

· Reviewing operational areas for their stewardship of resources and compliance with established laws, regulations, policies and procedures

· Conducting special audits and reviews at the request of senior management 

· Participating in the design of manual and automated systems as an advisor on internal controls

· Investigating reported allegations of fraud, embezzlement, theft, or waste and recommending controls to prevent and/or detect such occurrences
· Serve as a liaison between university departments and the NSHE Internal Audit Department in responding to audits performed by the system administration office
RATIONALE FOR CHANGE:  A policy needed to be codified in order to clarify the purpose and procedures of the Campus Audit Department.
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1. “A” Contract Guidelines
The “A” contract is the basic contract for administrative, research, and instructional faculty engaged in year-round programs.  “A” contracts for instructional faculty require advance approval by the executive vice president & provost.  “A” contract faculty are obligated for assigned duties throughout the year except for official state holidays.  “A” contract faculty may take annual leave when desired if it does not conflict with normally assigned or specially required duties of the department or unit and as approved or directed by the supervisor.  Part-time “A” contract faculty receive their regular salary during a week in which a holiday occurs.  If the holiday occurs on a regularly scheduled day off, the faculty member does not receive additional compensation or time off to accommodate for that holiday.
Administrative “A” Contract Guidelines – Ten and Eleven Month Contracts

Ten or eleven month Administrative “A” faculty contracts are a subset of “A” contracts for administrative faculty.  These contracts may be issued when the nature of the work does not require a full twelve month commitment.  The contractual period must be clearly delineated in the remarks section of the Terms of Employment.  Salary is prorated to the term of the contract; however, the faculty member is paid over a twelve month period.  Annual leave is only accrued during the contract period.  Sick leave is accrued for each month the faculty member is paid.  All other benefits and policies are the same as the twelve month Administrative “A” contract faculty.
2. “B” Contract Guidelines
The “B” contract is the basic contract for instructional faculty engaged in assigned activities during the academic year.

The normal “B” contract consists of 168-169 working days (weekends and holidays are excluded) which coincides with the academic year calendar.  Non-contract days include summer (end of spring semester to beginning of fall semester), winter break (the period between the fall and spring semester), and spring break (one week).

“B” contract faculty may accept supplemental appointments in conformity with university procedures for university services for periods of time not included in the “B” contract.

3. Stipends for Academic Faculty
Both “A” and “B” contract academic faculty may be designated as part-time administrators and be issued administrative stipends for additional administrative duties.  There are two stipend matrices: one applies to the School of Medicine Clinical Faculty and the other applies to all other academic faculty.  The matrices are adjusted each year effective July 1.  These stipend matrices are built on the assumption that there is a desire for strong academic leadership at the University and a need for consistency and equity in administrative stipends for academic faculty.  Such stipends are assigned a cell or level based on the complexity of the unit or program and the level of management responsibility and authority of the administrator.

Description of the cell model:
Each model is two-dimensional with three levels within each dimension.  The horizontal dimension represents the complexity of a unit or program with “X” being the least complex and “Z” being the most complex.  The vertical dimension is the level of the management responsibility and authority of the position of the unit or program administrator with “I” representing the position of an administrator with the least responsibility and “III” representing maximum responsibility and authority.

Calculation for the Model:

The middle cell of the model (II-Y) is based upon 10% of the average “B” (calculated from all “B” salaries and all “A” salaries adjusted to the equivalent “B”) full professor salary for all disciplines as prepared by Faculty Human Resources on October 1 of each year and reported to the American Association of University Professors (AAUP).  The middle cell contains a range of 25%+/- of the figure.  The salary amount effective each July is based in previous academic year’s October 1 calculation.

The range in Cell II-X is 25% lower than Cell II-Y, and the range of Cell II-Z is 25% higher than Cell II-Y.

Cells I-X through I-Z are 35% lower than Cells II-X through II-Z and Cells III-X through III-Z are 35% higher than Cells II-X through II-Z.

The following matrix is based upon the salary of a full professor as of October 1, 2004 ($104,100) with the mid-point of II-Y being $10,411 and is effective July 1, 2005 for July 1, 2005 to June 30, 2006 (FY06):

	ACADEMIC FACULTY

Stipend – effective 7/1/2005 – 6/30/2006 (FY06)

	Complexity

	Management Responsibility & Authority
	
	X
	Y
	Z

	
	III
	$7,900-13,200
	$10,500-17,600
	$13,200-22,000

	
	II
	$5,900-9,800
	$7,800-(10,411)-13,000
	$9,800-16,300

	
	I
	$1,000-6,300
	$5,100-8,500
	$6,300-10,600


The following matrix is based upon the average salary of a full professor as of October 1, 2004 ($106,942) with the mid-point of II-Y being $10,694 and effective for July 1, 2006 to June 30, 2007 (FY07):

	ACADEMIC FACULTY

Stipend – effective 7/1/2006 – 6/30/2007 (FY07)

	Complexity

	Management Responsibility & Authority
	
	X
	Y
	Z

	
	III
	$8,100-13,500
	$10,800-18,000
	$13,500-22,600

	
	II
	$6,000-10,000
	$8,000-(10,694)-13,400
	$10,000-16,700

	
	I
	$1,000-6,500
	$5,200-8,700
	$6,500-10,900


The following matrix is based upon the average salary of a UNR School of Medicine clinical faculty member at the full professor level as of October 1, 2004 ($210,660) with the mid-point of II-Y being $21,000 and is retroactive to February 1, 2005 and is also effective for July 1, 2005 to June 30, 2006 (FY06):

	UNR School of Medicine

Clinical Faculty

Stipend – effective 7/1/2006 – 6/30/2007 (FY07)

	Complexity

	Management Responsibility & Authority
	
	X
	Y
	Z

	
	III
	$16,000-26,600
	$21,000-35,600
	$26,600-45,000

	
	II
	$12,000-20,000
	$16,000-(21,000)-26,000
	$20,000-33,000

	
	I
	$7,700-13,000
	$10,000-17,000
	$13,000-21,400


Administrative Stipends for Resident Physicians:
Residents identified in their final year of training may be designated as part-time administrators and be issued administrative stipends.  Such stipends are assigned based upon each individual program’s guidelines, which is referenced in the School of Medicine’s Graduate Medical Education handbook.

Determination of Placement of Individual Stipends:

After initial implementation, changes in the complexity of the unit or program or assigned responsibility and authority could – in subsequent years – increase or decrease the stipend (and reassignment time) within the placement level.  The placement of a unit or program administrative stipend on the model wi11be reviewed by the Administrative Faculty Salary Placement Committee upon request if the position has significant change in either dimension of the models.

1. The dean and the unit or program administrator will jointly consider the above criteria as a guideline in completing an Academic Stipend Questionnaire defining the dimensions of complexity and management responsibility and authority.

2. The Faculty Stipend Committee reviews the stipend PDQ and recommends to the Placement Committee the stipend amount and any reassignment time to be granted to the administrator plus other information useful to the committee in its review.

3. The Placement Committee reviews the recommendations from the Stipend Committee and memorandum request and forwards its recommendation of cell assignment and stipend amount to the executive vice president & provost for approval.

4. The executive vice president & provost will notify the respective dean of the unit or program with a letter of approval/disapproval of the Stipend Questionnaire, cell assignment, and stipend amount.

5. If the dean does not concur with the recommendation, the Placement Committee will again review the Stipend Questionnaire and then forward its recommendation to the executive vice president & provost for approval.  The executive vice president & provost will notify the respective dean of the unit or program of the final decision after the appeal with a letter of approval/disapproval of the Stipend Questionnaire, cell assignment, and stipend amount.

RATIONALE FOR CHANGE: A paragraph was added to the section to address the creation of 10 and 11 month administrative “A” contracts.
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The UNR safety committees promote a safe campus environment by developing specific policies and procedures that reduce the risks of a safety, health, and/or environmental incident to the University of Nevada, Reno.

UNR safety committees administered by EH&S:

· Institutional Biosafety Committee (IBC)

· Laboratory Safety Committee (LSC)

· Occupational Safety Committee (OSC)

· Emergency Planning Advisory Committee (EPAC)

· Radiation Safety/Laser Safety Committee

Policy Approval Process:

All draft policies, except for policies drafted by the Radiation Safety/Laser Safety/Accelerator and X-Ray Safety Committees, are written by the individual committees and submitted to the EH&S director for tracking and document control.  Policy topics which overlap the purview or interests of multiple committees should be reviewed by all applicable committees before submittal to higher administration.  
A briefing will be scheduled by the EH&S Director’s Office with the institutional officials, director of EH&S, chair or designated member of the committee and the EH&S representative to the committee.  Prior to the briefing, the draft policy will be submitted to the appropriate institutional officials with the Policy Approval Routing Sheet.  This briefing allows the institutional official to ask questions and/or receive clarification on the proposed policy.  The institutional official retains the right to approve this policy and waive the briefing, if so desired.

In general, policies submitted by the IBC and the LSC are approved by the vice president for research, while those submitted by the OSC and EPAC are approved by the vice president for administration and finance.  An exception may occur if the policy would expend resources of, or assign responsibilities to, another administrative unit.  In those cases, the policy must be given to both institutional officials to review.  These policies will be briefed to both officials with the approving official being as listed.

RATIONALE FOR CHANGE:  A policy needed to be codified in order to address the procedures related to the policy approval process for the UNR safety committees.
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